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S.No.

Department Department Application Date
1 Factory and Boilers https://rajfab.rajasthan.gov.in 12.12.2025
2 |Civil Defence and https://psara.gov.in 12.12.2025
Home Guard
Department-PSARA
3 |CTD http://rajtax.gov.in 12.12.2025
4  |RPSC https://rpsc.rajasthan.gov.in 12122025
5 Transport https://sarathi.parivahan.gov.in 15.12.2025
6 http://Vahan.raj.nic.in 15.12.2025
7 https://Vahan.parivahan.gov.in 15.12.2025
8 |[Stamps https://stamps.raj.nic.in 15.12.2025
9 [Mines https://mines.rajasthan.gov.in 16.12.2025
10 http://www.dmgoms.mines.rajasthan.gov.in 16.12.2025
~11 |DOIT https://emitraapp.rajasthan.gov.in 16.12.2025
12 |Excise https://excise.rajasthan.gov.in 17.12.2025
13 https://rajexciselottery.org 17.12.2025
14 https://eauction.rajasthan.gov.in 17.12.2025
15 https://iems.rajasthan.gov.in 17.12.2025
16 |Revenue Board https://apnakhata.rajasthan.gov.in 19.12.2025
17 |Court https://pay.ecourts.gov.in 22122025
18 |Police Echallan app police WEBservice Consume 22.12.2025
TrafficePolice
19 |High Court https://hcraj.nic.in 22.12.2025
20 |Labour Department |https://swcs.rajasthan.gov.in 23.12.2025
21 |Consumer Court https://edaakhil.nic.in 23.12.2025
22 |Revenue Dept https://epanjiyancitizen.rajasthan.gov.in 24.12.2025
23 |Animal Husbandry https://rajnoc.rajasthan.gov.in 26.12.2025
24 |SIPF https://sipfportal.rajasthan.gov.in 29.12.2025
25 http://app.sipfportal.rajasthan.gov.in 29.12.2025
26 |EDUCTION https://gyansankalp.nic.in 30.12.2025
27 |Secondary Education |https://serviceonline.gov.in 30.12.2025
Department-Service
28 |Vidhan Sabha https://assembly.rajasthan.gov.in 31.12.2025

Contact person from RMS technical team : Shri Priyank Kanungo, Consultant (PWC)




Government of Rajasthan
Finance (Treasuries & Accounts) Department

S
Ref No.: ES(Th-75) DTA/IFMS 3.0/ 2320 Date: 23] % 2225

To
All Heads of Departments,

Subject: Regarding Integration of Departmental Applications with IFMS
3.0 ‘
Reference : 5 (TH-75) DTA/ IFMS 2.0/ 2069-2218 dated 28-04-2017

Vide above referred letter, instructions were issued for integration of
Departmental Portals with TFMS 2.0 . Now, processes have been evolved at [FMS
3.0 under core Disbursement Engine for integration related to payments of
Departmental Portals.

In this reference, a new Application Integration Request Formi is enclosed at
Armmexure ‘A’ for your ready reference. Accordingly, it is desired that proposals
for integration of Departmental applications/portals with IFMS3.0 must be
submitted to the Director and Ex-Officio Joint Secretary, Finance {Treasuries
& Accounts) in the new Application Integrati'én Request Form:

Enclosure: As mentioned above

aveen Jain}

7

Secretary, Finance (Budget)



Ref No.: F5(Th-75) DTA/IFMS 3.0/ 23 21— 22 Date: &9 l’ 220
Copy forwarded for information and necessary action to:

1. Senior Director (IT), NIC, Government Secretariat, Jaipur

2. Joint Director, Finance (Computer Cell}, Finance Department, Government
Secretariat, Jaipur for uploading on the Finance Departmentwebsite

3. PMU/Oracle Team
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; integrated Financial Management System (IFMS)

Application Integration Request Form
(Separate Form should be filled for each reguest)

Department Reference No.: Date:

Name of Department:
Type of Integration: O API Based B - OSFTP

Apphcatson Details:

1. Name-of Application
Software Environment
Parameter to be Integrated
Size of Data (Approx.)

Freguency of Data Exchange
APl consuming/exposing ;
Authentication & Authorization (Cl 1ent ID/Secret, IP Whitelisting, OAuth 2.0, JWT):
Security Measures: Encryption protocois (HTTPS, AES, RSA) CORS policy :
Error Handling and Response Codes
. Data Validaticn
. APl versioning structure (e.g., /v1/, /’v2’
. UAT/Testing Requirements (sample test cases) :
. Dependencies and Constraints
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Mention IP‘Detail(s) as under — :
Source IP (Public): Port:

Technical Team In-Charge from Department:

Name: e-mail 1Dz
Designation: Mobile No.:

1 Name: Signature

| Designation: (Head of Department)

'Appr:oved By:

Signature '
Head of Nodal Department (IFMS)

Note: - User Details (Credentials) should be shared separately (if required).




Integrated Financial Management System (IFMS)

Application Integration Request Form
(Separate Form should be filled for each request)

Integration Deslign Daocument Checklist:

Details of Parameters

Security Requirements

Data Exchange Formats
Test Files contains use cases
Data File Volumes

Data Retention policy

Signature Siénature
(Department Technical Team In-Charge) OIC {IFMS)

L.




RMS - Department Integration Guide

1. Introduction

This document provides'department integration guide for the IFMS Rajasthan Department
-> GRN workflow. It includes AES encryption rules, checksum logic, example plaintext, final
encrypted JSON, and a full Java reference implementation.

2. Workflow Overview

STEP-1: Department sends encrypted encData + checkSum to RMS provided APl and gets
the redirection URL for next step.

STEP-2: After payment mode selection on RMS page, department clicks on continue button
to generate GRN.

3. APl Endpoints (UAT)

Token Generation (Step-1):

POST
https://ifmstest.rajasthan.gov.in/oras/echallan/v1.0/generate GrnTokenForOtherDept

4. AES Encryption Specification '

Algorithm: AES/CBC/PKCS5Padding

Key (UAT): X7g!A9s@T3p#LovS

Key16 = First 16 bytes of UTF-8(AES_KEY)

IV =Key16

Ciphertext = Base64 Standard Encoding .
Checksum = md5( plaintext +'|'+ AES_KEY ) (lowercase hex 32 chars)

5. Example Input (Raw Legacy Pa]yload)

Below is an example of payload as received from a department. This raw input includes line
breaks, spaces, URL encoded values etc. The normalizeLegacy() function converts this into
a clean pipe-separated string.




Raw Input:
|

AUIN=59983720|Head_Name1=040100800500100000{Head_Amount1=

657.00|
Head_Name2=040100800020100000|Head_Amount2=83.00|Head_Name3=04010080
0020300102|Head_Amount3=34.00|Head_Name4=04010080050
0200000|Head_Amount4=64.00|Head_Name5=0|
Head_Amount5=0.00|Head_Name6=0|Head_Amount6=0.00|Head_Name7=0|
Head_Amount7=0.00|Head_Name8=0|Head_Amount8=0.00|Head_Name9=0|
Head_Amount9=0.00|RemitterName=Egras Ifms |Discount =
0|TotalAmount=826.00|

MerchantCode= 5003|PaymentMode=N|REGTINNO=jp1200098|Location=
TreasuryCode|DistrictCode=10|OfficeCode=102|DepartmentCode=120|
FromDate=2014/02/05|ToDate=2014/02/05|Address=C-Schme
Jaipur|PIN=302005|

City=Jaipur| Remarks=SampleRemark |Filler=A|ChallanYear=2018

| Checksum = p9l4zzf%2fIN8%3d-hZFSOYW1IMTOWNDAXLTAWLTgWMCO1MCOWT

6. Normalized Plaintext (Final String Used for AES Encryption)

PLAINTEXT USED FOR ENCRYPTION:

AUIN=59983720{Head_Name1=040100800500100000|Head_Amount1=657.00|Head_N
ame2=040100800020100000|Head_Amount2=83.00|Head_Name3=04010080
0020300102|Head_Amount3=34.00|Head_Name4=04010080050
0200000|Head_Amount4=64.00|Head_Name5=0|Head_Amount5=0.00|Head_Name6=0]|
Head_Amount6=0.00|Head_Name7=0|Head_Amount7=0.00|{Head_Name8=0|Head_Am
ount8=0.00|Head_Name9=0|Head_Amount9=0.00|RemitterName=Egras
Ifms|Discount=0|TotalAmount=826.00|MerchantCode=5003|PaymentMode=N|REGTINN
O=]p1200088|Location=TreasuryCode|DistrictCode=10|OfficeCode=102|DepartmentCo
de=120|FromDate=2014/02/05|ToDate=2014/02/05|Address=C-Schme
Jaipur|PIN=302005|City=Jaipur|Remarks=SampleRemark|Filler=A|ChallanYear=2018




7. Resulting AES Encrypted Output (encData)

ujUBLCx+2kAS8VWVhC1AXxD0OwWEa692WCh81Nofp7yUdaw+qgjHUWgifZf4xVme2vTeHTOpc
D2zsW+hldW3GTnAC1IEOGpp+x/hinmlokfV//iKEMiYKucrRINOMrbrm10aa464P9YI6QE3k
FFU18mohrRqrtsWB25qORgKa7SX2NOvxRulWsFU2reyCwHegkeBM4w2Nd1D1LCptTBI
580kbzdz+t09JYhZzuvGUnc+tnbXpxiwtkHpWvRBFINCFvEYydiC1MoH+st0sXWxQC6dZIC)
mJLaYmk+plkKvancEW2BOEppdPL9ZH7QF0OGKxtuhbgaPU7Rp71GVh9zeEap+H daDZ1
wdB1THHCATc3wXLmVvgdOpbgQOYlyYx1611DNuGex1MFqj938PWB8EDbIfisYTibpYRpQMcqg
10JDf5Cp5SHOo0hPt4ycCgHI5j4hlHj/sYL3gs2vvUjRc4Bv+pNxXYHNpNdABY/zZf9iZYI2p4V+SR
0dtBTQckZKG5aUQhemBRTVVBSBoGxAFzQ5gG2swM3Ukft2GjSByg7xYsD+ATP6DIVUQO)
VW2HbBNACFD&fGeuTON+cBjGOUIK3EGrca+S7CWrXjlkHII3wMaa7AefgBIECK/WFPRDCO
HdnStFDpWg1c9i6Kg342ROYQIBOmMirtyCoSkztSxQifSYOCnYEPYBAqQC5N1gZBJul+5rH
NORedx0nPky4+3W2bJ55Tt2r/Rsb8ZEIx9zK6f6Zavigel+p2MSve/s4jve COTR3HFM75m6BiTy
EF588RsciK/sN8g5cROVKP72XzTR2IID5kgyLgk2fad90ckuU4jRQXMVgjotisRzP80keEfsVO
yTDKGFnIwWAxa8f08pU1TbVOXx7mksVpuLZMwvPYDgAPvUhVIBaSN/rS3pBLyh4lpwD36Q
JuxA==

8. Checksum Value (MD5)
b3e51e795¢c8b714faaa5c68ee565637¢

9. Final JSON Payload to Send

{

"encData"; "<above encrypted string>",
"checkSum”: "b3e51e795c8b714faaabc68ee565637¢"

}

10. cURL Example for Testing

curl -X POST

"https://ifmstest.rajasthan.gov.in/oras/echallan/oras/generate GrnTokenForOtherDept" \
-H "Content-Type: application/json" \
-d {"encData":"<encrypted>","checkSum":"b3e51e795c8b714faaabc68ee565637¢e"}

11. Java Program Used for Local Encryption Testing

The full Java code (PnbLocalEncryptor.java) used to generate the above encrypted package,
including plaintext normalization, AES encryption, checksum, and round-trip verification.

NOTE: This ensures departments can replicate encryption exactly without ambiguity.




public static String encryptB64(String plain, String key) throws Exception {
byte[] key16 = keyBytes16(key);
SecretKeySpec skey = new éecretKeySpec(key‘l 6, "AES");
lvParameterSpec iv = new I\I/ParameterSpec(kew 6);
Cipher cipher = Cipher.getinstance("AES/CBC/PKCS5Padding");
cipher.init(Cipher.ENCRYPT_MODE, skey, iv);
byte[] enc = cipher.doFinal(plain.getBytes(StandardCharsets.UTF_8));

return Base64.getEncoder().encodeToString(enc);

1
}

public static String md5Hex(String s) {
try{
MessageDiges"t md5 = MessageDigest.getinstance("MD5");
byte[] d = md5.digest(s.getBytes(StandardCharsets.UTF_8));
StringBuilder sb = new StringBuilder(d.length * 2);
for (byte b: d) ]
' sb.append(String.format("%02x", b));
return sb.toString();
} catch (Exception e} {
throw new lllegalStateException("md5 failed"”, e);
} I
}
private static byte][] keyByfes‘I 6(St}ing key) {
byte[] src = key.getBytes(StandardCharsets.UTF_8);
if (src.length == 16)

return src;



byte[] k = new byte[16];
[
System.arraycopy(src, 0, k, 0, Math.min(src.length, 16));

return k;

}

12. Decryption Verification

Decrypted output matches the plaintext exactly.

‘

13. AP| Response

{
"appld": "5003"

"redirect_url":
"https://ifmstest.rajasthan.gov.in/orms/#/payment?token=82111251686727&appld=5
003",

"status": {
"code": 200,
"message": "SUCCESS"
3
“token": "82111251686727"

}

Users will be redirected to this URL, department has towrite a logic that on success of this
api, user should be redirected to t{his URL.




